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fdd Frame to Bkt Lib. |
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4.2 Application Response Time (ART)

Application Response Time (ART) & n] LW AL TCP/UDP I F J2 R I3 76 %5 7 it £ iR 45 2%
Wi B R), WIHTTP,FTP,DNS%% M .

X5 TCP/UDP M . i 1] (R v 85 7 s an
TCP For each socket, ART stores the sequence numbers for packets sent by the
client and waits for the corresponding ACK packets from the server. It then measures

the time difference between the packet with the stored sequence number and the
packet with the ACK to arrive at the response time.

UDP For each socket, ART measures the time between packets going from a client to
a server and the next packet going from the server to the client.
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ATEFESN: HFW L E LR L. IPH L. ARP L. PPPOE )} i+
Radius B &5 (15 o M i 7 17 B Ak, H 7 T Sniffer (EZE B 3 #r 11 3
BE A FH O 300 o 2 A 2 B 6 B SC30E — 25 7 o R G At B IS0 3 T DA I B 1 S RS A
Snifferdfii sk 4R SO EL 43 #T o

5.1 HFEMHMXHE
R EFR, R R A R, SRR Yo ORI B R YO A DAL

o
Azl Telnet FTPFle-mail 5
A& = TCP #1 UDP
A 2% 2 IP ICMP IGMP
HEHG R Yo f BB FEFF Sz 11

ﬁ DLC: Ethertype=0800, =ize=22?9 bvtes

T IF: D=[10.65.64 255] S=[10.65 64.140] LEN=195 ID=4372
_?g UDP: D=138 5=138 LEH=19%

-- WETE: D[=XEYC<1E: S=CWEK2Z Datagram. 105 bytes {of 173}
@-¥4 CIFS-SHE: C Transaction

?ﬁ SHEMSP: Write mail =lot ~MAILSLOT-EROUSE

E-¥E EROVSER: Election Force

U1 7 7% 2 Sniffer (6 % 1% 2 1 43 B4 45— I3 K W DUIE 7 08 79 93 A7 B B 2 4
Bi“DLC” ¢ I 4 X B “IP” o ff iy 2 R “UDP” R JHE  XE R I
S “NETB” 2 il Sniffer il B §ktf 2k £ Witk 7 S0 26 HILARI 4047 JF L
TV ESTHIES

5.2 LIKIRZEH
Ethernet!l DL ] i 5 #4)

Ethernet II

Ethernet_II LK W i 28 T ) SC &5 # 2h : H I MAC b ik (6bytes) + Y5 MAC i 41k +
(6bytes) LJEPHCEAY (2bytes) + %l Bt (46-1500bytes)+1:5%: (4bytes) .



5.3 IPtiY

Sniffer 12
SRR
B LLC: Frame 4 arrived at 15:01:30.9407; frame size 127103 (0067 hex) bytes.
Q DIC: Destination = Station Xircom7BFES$—
I@ DIC: Source Station Huaweil0110 HfMAC
-~ DIC: Ethertype 0800 (IF — Sl

L
E-¥ IP: D=[10.11 104 254] 5=[172 16.1 g J
-] : D=1609 S=21 ACK=23440176 SEUFIOSUEEY271 LEN=49 WIN=17520
[+-Fe] : R PORT=1609 220-Serv-U FTP Server vi.0 for WinSock ready. ..

00000000: 00 10 a4 7b f= 84 00 =0 £c 00 11 05 08 00 45 00 .. £ LW§.... .E.
00000010: 00 59 44 3f 40 00 7o 06 90 7o ac 10 01 ca Oa Ob YM?@. | 7.7
00000020: 68 fe 00 15 06 49 3e 9f £0 d7 01 65 =b 30 50 18 h?. . I:&i7=7P.
00000030: 44 70 6a 06 00 00 32 32 30 2d 53 65 72 76 2d &5 Dpj...220-Serv-TI
00000040: 20 46 54 50 20 53 65 72 76 65 72 20 76 33 2e 30 FTP Server vi. 0
00000050 20 66 6f 72 20 57 &9 6e 53 &6f &3 6b 20 72 6% 61 for WinSock rea
00000060 64 79 2e 2e 22 0d Oa dy.. ...

Sniffer 2 764 SRR SC I [ 300 i FR 0 I 1), 70 AR 5o i B os Sk, 78 207 1l i
I HRAE T AR U IO I )3 5% o

P H HIMAC HbhE7E fft i HE o] DO A3 AR T 1 0 7 Beli i3 i ok, (e o7 1) Rt
Bl 4 126 B IP Uil o & v 58, nl DU o AR R e H )R A RN T 1 PR I A
¥ F], W00eOfc Yy, 010042 FCiscot%s. W B A A 1E41 MACHuhE A B £E
A AE P 5 5 EMAC U hE, 76 R T A Rk b & 53 B i (¥ 16308 i 2 6l

IP % 4% >k i Ethertype 7~ BE A 25 1 i b 2 W B30 2 A = 2240, 55,0800 4 IP 3, 0x806 A
ARPMY .

IEEE802.3 LA M 41 3 45 #4y

8bit 8/16bit

IEEES802.3 i 45 4]

Q DLZ: Frame 1 arrvived at 12:13:38 8809; frame =ize i= 64 (0040 hex)
B DLC: Destination = Hulticast 0180C2000000, Bridge Group Addr

Q DLC:  Source = Station Cisco EC9C54
L3 DIC: 802 3 length = 38
-3 oL
g3 LLC: ——— 1LIC Header ———-
B 11

00 (Individual Address)

Q LLC: DSAP Address = 42, DSAP IG Bit
= 00 {Command)

M ILC: SSAP Address = 42, SSAP CR Bit
B LLC: Unnunbered frame: UI

BN IEEE802.3SNAPMI 45 1), 5 EthernetlI ANl w2 H (1 F1 Y5 1 bk 5 1 10 - BeAR R 11
e LR A K g, 2 TLLC T )=,

IPHR ST &5 8 P sk + 8, o XHP R SCL R 08, B AT IPHR S N R 2
—, RTIPHICHEAE RIS HAH TR . X B TP BRI — AN 4544

fA: 4——IPv4

HEBKE: L ohATAT, K607

TOS: PRI TFB



MK ALY, BK65535F T
PR IPHROSCAR B
PR dr3LERE, SR BIMCAT 1 A EokE
MF (More Fragment)
MF=1, J5lfiitf 5 F s
MF=0, 7 i #dsamEiE —1
DF (Don't Fragment)
DF=1, AAWHH
DF=0, R H
Biw#: 3 R Jamor HAE R o P AR AL, S 3L LRy, A A8
Fifir: TTL (Time To Live) ZFFTTL=0(#} L
UL 571 IR AT R SR SC
1: ICMP
6 : TCP
17: UDP
89: OSPF
SKERRTI RN PS8 A 56 A
JRIPHubE:  \PHR AP bk
H g IPHhl: 1P H ik
=¥ IP: ———— IF Header —————

A3 IP:

B IF: Verszion = 4, header length = 20 bvtes
B IF: Twvpe of ssrvice = 00

B IE: ooo. ..., = routine

B IE: B | normal delay

B IF: ... 0... = normal throughput

B IE: ... 0.0 = normal reliability
Q IF: ... .0, = ECT bit - transport protocol
-3 IP: ... ...0 =CE bit - no congestion
-3 IP: Total length = 166 bytes

-3 IP: Identification = 32897

-3 IP: Flags = 0X

Q IF: I = may fragment

-3 IP: .00 ... = last fragment

Q IF: Fragment offset = 0 byvtes

-3 IP: Time to liwve = 64 seconds-hops

-3 IP: Protocol = 17 {UDE)

-3 IP: Header checksun
-3 IP: Source address
-3 IP: Destination address
-3 IP: Ho options

g IP:

&% Sniffer if IP R SCE 5 #2025 440, FNP & AN F B N, et T84
FBAE TR NS T SCARERE . W LI SCY (Protocol) <7 B 1) 4t Jy0x11, 18 ik
Sniffer fif# it 73 H7 %5 e ok - BEHI 17, AR UDPEML . HoAl 7 B i & SCn] BL 5 2
AL, BB DR A 1) LIRS 48 6 A P 25 1 B = AR AR K 5 o

5.4 ARP1MY

7458 {correct)
[172.16.19.1]
[172.16.20.78]

PAF A ARPHR 3C 4544
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: "y 12 EE
IR R s R G
FIEuL TE{EHE
(a0, FRAAREAFET)
ZIENG P e
({40, FIRE4FETh

SRR ikl
(0, AR

B 45 b ik
({0, FFIPE4FT)
ARP/r 4 AU ) — 287 B
HTYPE (RE{RRAELD) . X&—PN16kEr 7B, ke Gs1TARPII M & 25/, /F—A4>
JRE W BT R FR RS — AN, fan, DLURP 2281, ARP R FH AR AT fA] B 2%
J:AO

PTYPE (BMYRAED) . X J&—N16 LA B A ke UM 28 AL, 6, Xt IPv4 B
W, XANFEME L0800, ARP A H FAR] & = Wpi8 o

HLEN (BEHFKEE) o X2 —A8LRr 2B, H sk LA 4 B (1 40 B ik () K %
Bihn, % LOK X ANME 26 .

PLEN (BMYAREE) o X2 —A8LRr 2B, sk LS04 B 1 22 45 Mk (0 K % .
B, XHPvARRSLXAME 2 4.

OPER (#1E) . XJ&—AN16LRr 7B, Fokw U dimiZeal, cw T HFp2EE: ARP
iEk (1), ARPHZ (2) .

SHA CARIEMSREMHAE) o X & — Dl AR KB, ke SO 260 14 BE b ik 1)
FEo i, S DKM IEAS T B 67 1K o

SPA (A IEMS PR HAE) o X2 — AN nl KB, Hokw R IESL &8 (4,
IP) ik L. X TIPEMY, ZEANFBOEATTK.

THA CH#rfEAEREE) o X & — A rARK R, ke XHRHY LK E.
Wi, LUK FE 6T K. A TARPIERIR L, XANAFEZA0, By RXEEA
HNIE H b 1)) B

TPA CHARPMHEEE) o X2 — ADoK AT, HkaE X HbR Mt (g, 1P
il K. X TIPVARYL, XA FBRAT K.

@ DLZ: Frame 16 arriwved at 14:24:09. 9803;
Q DLZ: Destination Station Xircom?EFEG4
B DLZ: Source Station Huawsi001105

-3 DLC: Ethertyps 0806 (ARP)
g DLC

=3 ARP: ———— ARP-RARF framse ————
b ARP

Q ARFP: Hardware tvpe
Q ARF: Protocol type

1 {10Hb Ethernet)
oson (IR

Q ARF: Length of hardware addres= = & bytes

Q ARF: Length of protocol addres=s = 4 bytes

Q ARF: COpcode 1 (AREP regquest)

-3 ARP: Sender's hardware address = 00EQFC0O01105
Q ARFP: Sender's protocol address = [10.11.107 . 254]
-3 ARP: Target hardware address = Qooaoaooooana

[10.11.104 159]

-3 ARP: Target protocol address



]@ DIC: Frame 17 arrived at 14:24:09%.9304; frame
B DIZ: Destination = Station Huswei001105

B DLC: Source = Station Xircom7BFES4
B DLC: Ethertvpe = 0806 [(ARF)

S v e

=¥ ARP: ——— ARP-RARF frams ————-
3 ARE:

Q ARP: Hardware type = 1 (10Mb Ethernet)

Q ARP: Protocol type = 0800 (IF)

Q ARP: Length of hardware address = & bytes

Q ARP: Length of protocol address 4 byvtes

-3 ARP: Opcode 2 (ARP reply)

-3 ARP: Sender's hardware address = 0010447EFE&4
Q ARP: Sender's protocol address = [10.11.104.159]
-3 ARP: Target hardware address = 00EOFCO0110%
]9 ARP: Target protocol address = [10.11.107.254]

T Ay 3 T Snifferfif i (1 ARPE SR 2 4 ST 25 o

5.5 PPPOETY

PPPOETij /i

i F A A FATTR] RESC PPPOEFR SC 73 e KB, — KHUEPPPOEHd ik, 3Bl
JEPPPOEF Hf (Hdiisl) , X1 T PPPOER L Hd s i) N A e b 2 i i R 1) 12t
ATMIARKIEAL . R & PPPOE [ SC I 4% 2 -

c:

012345678801 234567890123456878501

W mE fH & & D

= B e A

B IR SCH T UG M ARE Ty FROAS R, W S 45 T I I B 5, XAk i o A 3 7
0x01.

BHAE ARG AR &, DR RIRE R 52, IR AN ) 538 78 4 001 .
ISR, AT, X FPPPOE AN A B B X AN A 1 P 25t A —FEIF .
SAEID AT H2AN Y, MU R AR SR AR A BCME — S 1EIDZS P BN S, %
PN 1 P 28 L B TR O 0X0000, — H NSRRI T &i6ID)G, AAALE G 200 T AT ]
A% 3aDA S 78 SN ME— R 2 15 IDAE. .

K 2, kY 7 PPPOE S 4 S0 b 1k i 1 K 3 o

B, AN iR ars, EPPPOEMIAIE MY BZ IR AN B N A B
KA [H. £ PPPOE I & Bl by B i, iZdk )& 378 — ¥ Tag (FRid) ; 1M 4E
PPPOE &Y B, 1Z 3 ) #E47 1H) & PPP 4R 3L o



Radius

172.16.20.76

ISN 8850

PPPOE
T AR SO A 1)
WE TR, Radius Server IPHitE 4172.16.20.76 . PPPOEH] /' Radiustit 3048 H 1k F2 43
Fran .
FRPOEEH
Mo | SH Sourcs Address Dot Addrass Cummarp HFBR T
(J[1 [H [ ZircontFDCIT | Proedoast PEFE: : Dieccwary BitfE
]2 Buawe1000000 | EircomeFDCDY  |FEPoE: : Diecocwary
|2 KirconeEDCD9 Huaw=iOOO000D |FEFcE: : Diecowary
fd HuaweiOdOooooo TircomeFDCDY | FEFoE: @ Dizoowery
|5 HuaweiOO0000 |XircomBFDCDY | FEP: ICP Configure
O b Rircon6FDCDT  |HuaweiOd0o0oD |FEF: LCP Configure
07 HuaveiOOoool | EircomeFDCDY  |FEP: LCP Configure
B KirconefDIDY | HupeweiOQ00000 | FEP: LCF Configure
o Buarei000000 | XircowmeFDCDR | FEP: LCP Confiqure
10| [Huawei1000000 |EZircowmEFDCDO  |PEP: LCP Confiqure
11| |¥1rconefDCDY  [Huawsa00000D |PEP: LCP Confiqure
[1/12| |Huawsi000000 |IircowmeFDCLO  |CHAP: NESSLCE TYPE
/12 YirconeFDOY Hu=me=iO00O00O0 CHAF: HESSAGE TYPE
[]{14| |Huaweilooood |IircocmEFDCDS | CHAP: NESSAGE TYPE
[J{15| |HuaweiOOO0Q |XircocmEFDCDY | FEP: IPCE Coufigure
O/ 16| |EirconsFDCDI  |HueweiDOO00D |PEP: IPCE Configure
17| |Fircon&fDCD9  |Humeei000000 |PEF: IPCE Configure
18| |Huaw=1000000 |IircowmEFDCDY  |PEP: IPCP Configure
19 |¥irconeFDCD9  |Humwe=i1000000 |PEP: IPCP Configure
20| |Buawer000000 |IircomeFDCDD  |PEP: IPCP Coafigurs
)21 |HircomePDCDY | Huswsi000000 |FPEP: IPCP Configure Reguest IPCRHf AT
[} 22 Huawsi0oooon LircomeBFDCDA | FEF: IPCF Configure Lol E iy
] 22 H2B8498 [10.10.10.255] EROWSER: Lnnounce Hozb HZEEIT
(124 |HZ&aa99 [10.10.10.25¢] T°HF- Frhn
(]| 25| |[10.10.10.254]|H28899 I[ZHE. Echu r=pls T+ %
PPPOE M\ &K ILHT B 3 PPP LCP AT, AIUEIPCP P B By BRI PPPOE 23 15 B Be A2 H. ik

o

PPPOEKILIBL, PADIR I, Snifferfit i 4 ¥~ Frr.



PPPOEZ: 1M B, Snifferfié 4 Kt i o

=88 DI ———— DLC Header —————
-3 DLC
~LJDLC: Frame 1 arrived at 12:42:13 4172; frame size is &0 {00
-3 DLC: Destination = EROADCAST FFFFFFFFFEFF, Broadcast
@ DLC: Source = Station XircomeFDCDI
-3 DLC: Ethertype = 8863
-3 DLC PPPOE
=% PPPOE: ———- PPPcE Header --———_JOWIE
-3 PPROE
Q PPPOE: Ethernet Type = (0=x8863 "Di=covery Stage"
Q FPPOE: Version = 1 PPPOE
L) PPPOE: Type = 1 PADHH L
Q PPPCOE: Code = PPPoE Actiwve Discovery Initiation (PADI) packet
3 PPPOE: Session ID = 0
L3 PPPOE: Payload Length = 14
Q FPPPOE: ——— Tags In Discowery Stage ——
Ly PFEOE PPPOE
Q FFPOE: Tag Type = Host_lnig TLVARSC S5 o
L3 PPPOE: Tag Length = &
L3 PPPOE: Tag Valus = 00B0C7EFDCDY (Hex)
3 PPROE
Q PPPOE: Tag Type = Service_Name
L3 PPFOE: Tag Length = 0
L3 PPPOE: Tag Valus = NULL oean
Q PPPOIE: [26 Unknown Bytes of data

[ [ 0 o p—— DLC Header ————
3 DL
-3 DLC: Frame 24 arrived at 12:42:44 0771 frame =iz
43 DLC: Destination = Station HuaweiO00000
Q DLZ: Source = Station Xircom6FDCDA
L3 DLC: Ethertype = 9864 :

=% PPFOE: ————o PFPoE Header ——— Hré
L} PPPOE:

Q FFFOE: Ethernet Type= (0x8864) "PPF Se=s=ion Stage"
-3 PPPCE: Version = 1 PPPOEH X

L PPPOE: Type = 1 3L6bytes

L3 PPPCE: Code = 0O

-3 PPPCE: Session ID = 14336 PPPOE

-\ PPPOE: Payload length = 62 Session ID5

Q FFFOE: ——— Pavload In Ses=sion Stage——

-3 PPPOE:

Elﬁ FFEF: ——— Point-to-Point Protocol ————
-4 PPE: 2bytes
% FFF: Protocol = 0021 {(Internet Protocolfvdd
-E3 FPP:

EEI-- IF: D=[10.10.10.254] 5=[10.10.10.2] LEN=40 ID=60423

¥4 ICMP: Echo '

5.6 RadiusiiX

Radius#i 3 faiji
FriERadius Ppisl £ 45 1)

AR IPHMY
'8



0-1-2-3-4-5-6-T-0-1-2-3-4-5-6-T-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-T
1 Cade Identifier Length

Authenticator

[=C I, B ]

Attribute - - - - - - g

K9 Radiustit
Code: HEM; 17797; R/RRADIUSHEA,

1  Access- request VNN
2 Access- accept TAAIE M]3
3 Access- reject IAMIEE 44
4  Accounting-request ARG K
5 Accounting-response T 28 e )3
*11 Access-challenge IMIE L

Identifier: AR 15277, BUEYEEIN0 ~255; F T UCELE R A m p 4, A4
T SR AL AT N A4 [ | dentifier B AH [H] .

Length: QIKRE; 27797 AW P EIKE.

Authenticator: 16 75K ; H T 5% iF RADIUS IR 55 8 4% [7] 5k 111375 sk LA Kz 85 hith [ 5 429
o

LI UET- 53 PR
1. i#KEE 7---Request Authenticator
FAAEVE SRR ST 200k 4 Jr e — 1R BEA LA
2. WM EIE T ---Response Authenticator
FAAE S SO, T 4 i e S AR SR A
g 3 56 1F 7 = MD5(Code+ID+Length+i# 3k %:1F 7 +Attributes+Key)
Attributes: JETt

0-1-2-3-4-5%-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7
1 | Iype | Length | ¥alue g

10 Jm kA% o
JeE PR TLV 45 ) it o



ISN 8850

172.16.19.1/1 =

-

Radius

172.16.20.76

PPPOE

TR 1
T H P uiPPPOE, Radius ServerfIBASAS H[FIIAIE F 28 F1 T 2k [#)3d F2 o

=]

=

Source Address Dest Address Summary

[172.16.19.1] |[172.16.20.76] RADIUS: Access-Request Id = 25
[172.16.20.76]|[172.16.19.1] |RADIUS: Access-Accept Id = 25
[172.16.19.1] |[172.16.20 . 76] RADIUS: Accounting-Request Id = 26
[

[

(

172 16.20.76]|[172.16.19.1] |EADIUS: Accounting-Response Id = 26
172.16.19.1] |[172.16.20 . 76]|EADIUS: Accounting-Request Id = 27
172 1620 760 [172.16.19.1] |RADIUS: Accounting-Fesponse Id = 27

1. BASIEKRadius Serverih b 3.

i 3C2: Radius Server[n| S BAS A L% 3o
]33 BAST i KR 3o

4. Radius Serverit#imi AR 3.

R 3C5: BASTF 2 45 AR 3

. 36: Radius Serverit 2% 45w N 37 3.

M R] U O T4 ST SR Y. 2 38 i 1P bk +Radius #3308 1D 45 14T E R R 3
.

[= a0 T.g WSS FU S et




R TP D=1840 S=1812 IEN=14¢ BASH
3-8 RACIUS. ————- LalIlS IEADER ————- Radiusi\iF
"B i adius
By aoIrs Zode -1 {iccezz Tequoas) LA
D FaOTTS Trembif-er = 5
RBaDITS  ILengthk - 133
AR EEOTTS Ail=r | vl - SATIFTRIATIAMTAFLT AT 2737 F1T104
L Pl
BN TAOTUS Alisilules [ollow RadiusBHF TS
g Balls User—tbane = ':ast’ . Sriffer BTEMET B
QDJ??I[_E EI:;:J' Tccabafoer ' 1 Y e R ol e T T D
DI s TR | i BT
: 1WIIUS ILAD Thallon ] | AT 3 =
B FaOTTS =rewi r=Typr - 7 1 Trienrl) mﬂmﬁﬂq:ﬁ?
By Raolls brancs Protosol - 1 (PR
ST | ww - [177 75 1% :
5._.8113’135}3 Pt [ A 3F Sniffe R RERAT R Bl
E i ‘a—lzen: == sk e =t 1] e :
I TADIUS HAS-T_il - 072447044, =uould e Loluooa ?%EﬁﬁtkéﬁﬂﬁaﬂﬁfgﬂTﬂi
D Fa = MEa—=-rt=lype = |k iwl- . = In71tA AS”CJ&ﬁﬁ]&’ QHHEEIE
% RADIUS: Unknown attzibute D7 AL ASCIRIEhEFeR 15
B SAFHOES
oooononeo: uw LU ouu o ul oud e sz o0 LeodLosuoJb e b2 0 000 4 A=k
000000BO: Us Lk 4 uu Ye ¥z od Jb 0d LU Jd L BF rsovroaz o Lot 0 Wil
0ooonoen: ez bdogd s ar do L Sh b e ez okt Adogd sl 4z ot=l: eubz_ot=L)
0oooo0a0: “ okt £ U4 Ar 4l b sk oie 4] = 2q 44 dd -, H4H poers o JTEN =0
0oooookO: <+ - 4k ih C oA

KSR T BASK I RadiusiAiFif =k (Code=1) R LIMLEH . Radiusti it A& # 7
UPDMY 2 L1, 3% LR I L 2R SO 454
T & 4 PPPOE CHAP A iiF it £ [¥) Radius A iiF i 3K 4% 32 #1 PPPOE 41 CHAP 1A 3iF [

Challenge i

oo o b oW BLJy f# A BAS ki 19 Challenge i

S “26fe8768341de68a72al276771elclca” 5PPPOE Y CHAPIAIE i fEh BAS K 45
PPPOE ] /" ff{iChallengefi j& — 5 .

-0 RADIUS:

-0 RADIUS: Attributes follow

-0 RADIUS: User-Fame = "test"

WEQ RADINS: CHAP Identifier = 1

wgg RADINS: CHAP Response = "Hz 1.0y Vad 1Hes"
@ RADIUS: CHAP-Challenge = "&blhd . zlri'ggadl’—
w£3 RADITUS: Service-Type = ¢ (Framed)

w£3 RADIUS: Framed-Frotocol = 1 (FEPF)

-y RADIUS: WAS-IP-Address = [172.16.19.1]

“@3 RADINS: HAS-Identifier = “ESR"

a0000020: 14 4c 07 14 06 64 00 92 b7 df 01 19 00 Ba 26 fe
a0o0o0030: 87 68 34 1d e6 8a 72 al 27 67 71 el cl ca 01 06
aoonoo4do: 74 65 73 74 03 13 01 48 78 Ze 8b 1d d5 £d 03 56
aoo0nooso: fa 64 a8 80 45 a2 bBh 3c 12 26 fe 87 68 34 1d e6
aoonooen: Ba ¥2 al 27 67 71 el =1 ca 06 0Oc 00 00 00 02 07
aoonoozo: 06 00 00 40 01 04 06 ac 10 13 01 20 05 45 53 G52
aooo0no80: 0% 0o 34 00 7e 9c 3d 06 00 00 00 10 57 28 73 6c
aoo0noo90: ef ¥4 3d 31 33 3b 73 75 62 73 Bo RE Y4 3d 30 3b

AfAAAA A

L . el PR =T I T T B R T ¥ =



2B CHAP: —-— CHAP Header ———

0 crAP:

Q CHAP: Code 1 (Challenge Packet)
-0 CHAP: Identifier = 1

Q CHAP: Packet length = 21, DOES NOT EQUAT ACTUAL 42

-0 CHap: BAS KPP
- CHAP: —-— CHAP data —-- ChallengeffHd
- caap:

-0 CHAP: Value Size = 16

@ CHAE: Challenge Walue = ZobFBES/6HS410KRHAY ALY TIEILICA

) CHAP: Fane =

00000000: 00 80 cf 6f de d9 00 e0 fc OO0 00 00 B& 4 11 00 EEF I
00000010: 00 328 00 17 c2 23 01 01 00 15 10 26 Ee 87 RO 34 4. .7 .
poono02o: 1d e6 8a 72 al 27 67 71 el =1 ca 00 D0 00 00 00 | dfriog
00ooooso: 00 00 00 OO0 OO0 OO OO0 OO OO0 QO DO OO DO OO OO Qd .......

T KA PPPOEH] ' & i BASI 41k CHAP N Ji& 11 H 7 4 15 F1BAS K 45 Radius Server
WA RIS SRRSO P AR S I ) LE . T DL i #E Radius W IEEFE T, BASH 448
Challenge J& M1 H i Ja (1% 0 & 5 Radius 47 561

o5 CHAP: ———- CHAP Header ————

105 CHAP:

Q CHAP: Code = 2 {Response Paclet)

-1 CHAP: Idemtifier = 1

% ggig Packet length = 25, DOES HOT EQUAL ACTUAL 33 PPROEI 184S
(R CHAPITR R

) CHAP: ——— CHAP data ——- [

13 CHAP:

103 CHAP: Value Size = 16

-V} CHAP: Responze Value = 4B782E@B1DDSFD035AFAR4ABBO4AAIER

-1 CHAR: Hame = "test"

00000000: 00 &0 fc 00 00 00 00 80 7 6f dc d9 98 64 11 00 W%, ..
00000010: 00 38 00 1b 2 23 02 01 00 19 10 48 78 2e 8b 1d .8..7.
00000020 d5 £d 03 56 fa 64 a8 80 48 a2 Bb 74 65 73 74 00 IE.VERl
Qoooooso: 00 0o OO OO 00 00 00 00 00 QO QO @QO0  LLl...

B RADIUS: Attributes follow BASH faRadus ft2it

B RADIOS: Uzer—Nane = "test" ©
) L LA PHFPPIEE S

g RADIUS: CHAP Identifier =1 Tl e nfRadius i

@ RADIUS: CHAF Fesponze = "Hz. 1.0 vad'l EEdr

By RADIUS: CHAP-Challenge = "&blhd. azlri ' ggiiE"

Q RADITS: Service-Type = 2 (Framed)

gooogo20: 14 4c 07 14 06 ed 00 92 BY 4f 01 19 00 8a 26 fe
0oo00030: 87 6B 34 1d eb 8a 72 al 27 67 71 el c1 ca 01 06
nooooo4on: 74 65 73 74 03 13 01 48 78 Ze 8b 1d d5 £d 03 56
00000050: fa 64 a8 80 48 22 bh 3c 12 26 fe 87 68 34 1d et
0oooo0oen: da 72 al 27 67 71 el cl ca 06 06 00 00 00 02 07
0ooogo?o: Oe 00 OO0 OO0 01 04 06 ac 10 13 01 20 05 45 53 52
0ooooogo: 05 06 34 00 7e 9z 3d 06 00 00 00 10 57 28 73 6c

T I LA T AV A T AR DS B B SCAHEL DG ZR, Jhy 1) 80 Add B (3 2550 19 T B
Fifil y PPPOE H /7 RadiusiAiiE ¥ Snifferddi 3k (1) 7 3

2] =]

chap—client. cap RadiusServer. cap







